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Introduction

The purpose of this document is to detail objectives and steps required for each component of Information Technology (IT) as it relates to The Company  This is a ‘living document’, as the business grows and changes so too will the steps required to maintain the supporting IT infrastructure and to keep IT initiatives aligned with the business.   

This document should be kept on hand and prior to any IT work should be referenced to ensure standards and policies are met.  Where new activity is identified this document should be updated, please pencil in changes to the hard copy and email change suggestions to larry.danberger@nubium.com. 

The appendix contains worksheets for various activities, these pages should be photocopied and utilized as appropriate.

The schedule for completion has been organized to meet the initial requirements of addressing backup & recovery and operations, as determined and detailed in the document titled ‘The Company IT Analysis’.

1 Physical Network Management

(monitor and troubleshoot connections and network specific equipment)

1.1 Plan cable installation for new offices

1.1.1 Any new wiring should be CAT 5 or greater to support high speed Ethernet.
1.1.2 All cables utilized should be purchased pre-built and certified CAT 5, or tested cat 5 afterwards.  Poorly constructed cables can work initially but give random errors during prolonged usage or during increased bandwidth utilization.
1.2 Maintain wiring in existing offices
1.2.1 Each office is provided with at least one drop consisting of 1 network cable and two voice cable sockets.  These 3 cables run to the closet where the voice is connected to the voice system, and the data cables are connected to a patch panel.  A cable from the patch panel to the AT switch completes the connection.  Please see diagram 1 and 2 in Appendix A.

1.3 Monitor, optimize network traffic

1.4 Configure, optimize, upkeep of hub/switch, routers, firewalls, modems

1.4.1 Hubs/switches

1.4.1.1 TheCompanyInc utilizes one dumb hub for internet testing, located between internet edge router and internal firewall/router.  Normally only one port is used, however when testing a laptop or other device can be plugged in with dhcp for quick internet access that bypasses (or is outside of) the firewall/router.

1.4.2 Firewall/Router

1.4.2.1 TheCompanyInc utilizes one firewall/router/wireless router (Linksys) utilized for providing wireless access and blocking unwanted internet access.  See screen captures for router configuration – appendix c.
1.5 Configure, manage, monitor UPS equipment

1.5.1 Ensure server UPS battery works when not plugged in.  Once a month after ensuring proper backup of any connected equipment, the power should be disconnected from wall and battery life monitored to ensure unexpected outages will be covered.

1.5.2 Ensure battery serial cable is properly communicating with server, and server is configured to shut down cleanly with appropriate alerts if UPS battery kicks in longer then 2 minutes.  This should be tested with 1.5.1 above.

1.5.3 Ensure server UPS battery notifications are set to appropriate people as necessary.  Current configuration should be as in Appendix A Diagram 3.
1.6 Plan, implement, test new WAN strategies (VPN, CDPD, frame relay, etc.)

1.7 Plan, implement, test Remote Access equipment

1.7.1 No local modems are utilized, all remote access is via internet. 

1.8 Troubleshoot

1.8.1 Check event logs on server and on troubled workstation for clues as to cause of problem.

1.8.2 Check connectivity lights on workstation, hub, server to ensure network connection is there.

1.8.3 Check 10/100 settings are forced to match forced setting on switch.  In other words if switch port is fixed at 100mbps the workstation card should be as well.  Auto detect is not 100% compatible across brands.  Same goes for duplex setting.

1.8.4 Ensure CAT5 cabling is utilized including all patch cables.  

1.8.5 If possible try known-to-work location and/or patch cable(s) to isolate problem.

2 Systems Management

Maintain all Systems (machines with CPUs, or directly connected).  File servers, print servers, User PC’s, printers, scanners, modems.

2.1 Ensure running reliably

2.1.1 Log all user complaints / issues and the resolutions in log book.

2.1.2 Monitor event logs on server and on user workstations for any errors and warnings.  Each error and warning should be investigated and resolved.  Reboot computer to ensure no further warnings or errors on boot-up (as appropriate).

2.1.3 Benchmark speed of network transfers periodically and compare for poor-mans network health indicator.
2.1.4 Consider implementing watchdog type applications (Whats-UP Gold by IPSwitch, or AlertPage by Computer Associates, for example) that monitor network and alert IT support if a problem is detected.  Some do network speed monitoring, others do service and connectivity monitoring.  Both are valuable, service monitoring is higher priority.

2.1.5 Consider other benchmark applications such as Network Instruments that monitor general health of network by examining packets.  (can be costly on switched network  since each is a separate network).

2.2 Optimize utilization

2.3 Ensure desired security levels in place (hardware layer)

2.4 Install components: adapter cards, iobase / irq configuration etc.

2.4.1 All field laptops and lunchboxes are to be configured the same.  See Appendix 1 Diagram 4 for layout.

2.4.2 All office workstations are to be configured the same.  See Appendix 1 Diagram 5 for layout.

2.4.3 Make note of initial configuration and any changes in workstation/laptop log book.  See Appendix B 6 - Workstation Log Book.
2.4.4 Make note of initial configuration and any changes in server log book.  See Appendix B 7 – Server Log Book.
2.5 Troubleshoot

2.5.1 Review event logs for possible trouble sources.

2.5.2 Review change log for workstation / server that is of concern.

3 Software Management

administration of applications and files on the network.
Shrink wrapped refers to software purchased off-the-shelf, such as Microsoft Office, maximizer, or MS windows 7.

3.1 Distribution

3.1.1 Custom software is distributed by ______ as he sees fit.
3.1.2 Shrink wrapped software should be installed on all office workstations by IT support personnel, no distribution required.

3.1.3 Shrink wrapped software should only be distributed to field workers when there is no option of bringing the laptops to the office for maintenance.  When possible upgrades and installations should be scheduled during routine maintenance and hence distribution should be infrequent.

3.1.4 When distributing shrink wrapped software the software should be first tested on a local laptop configured the same as the field laptop.  Clear single page instructions on installing the software should be immediately visible when user receives media.

3.1.5 Shrink wrapped software versions should be the same for all users when possible, avoid single upgrades that result in inconsistent platforms.
3.2 Installation

3.2.1 Shrink wrapped software is to be installed on local drive C:, using program default locations (typically c:\Program Files). 

3.2.2 Operating system should be windows 7 installed on local drive c: using default directory.

3.2.3 Computer name for office machines should be first name of user followed by incrementing number if they have more than one computer.
3.2.4 Computer name for field / laptop computers should be ‘field’ followed by incrementing serial number. 
3.2.5 Installation procedures for server software and hardware:

3.2.5.1 (list each package and unique hardware, along with detailed instructions including serial numbers and any key information)

3.2.6 Installation procedures for workstation/laptop software and hardware:

3.2.6.1 (list each package and unique hardware, along with detailed instructions including serial numbers and any key information)
3.3 Removal

3.4 Licensing

3.5 Inventory

3.5.1 Any software purchased separately or bundled with a new computer should be fully recorded in the software asset database, for proof of license compliance and to avoid over purchasing software.  See Appendix B 9 – Software Log.
Software and hardware inventory is maintained in ISO manual.
3.6 Authorization

3.7 Support

3.8 License compliance

3.9 Version control

3.10 Application integration

3.11 Virus protection

3.11.1 Every computer must loaded with anti-virus software on it.  No exceptions.
3.11.2 The software should be configured to start automatically and run in background, and should not be turned off by the user at any point.  

3.11.3 The current standard is Norton Antivirus.  

3.11.4 Automatic signature file updates should be configured for daily updates.  If a machine has no network connection it will require special attention for manual signature file updates.
3.11.5 Email antivirus should be enabled.
3.11.6 Please see Appendix A Diagram 5 Office Workstation Configuration.
3.11.7 Please see Appendix A Diagram 6 Office Server Configuration.
3.12 Ensure desired security levels in place (software layer)

3.12.1 Please see Appendix A Diagram 7 Application Security Grid.
3.12.2 End users are given administrative access to their local computer.

3.12.3 Domain administration is restricted to a select group.
3.12.4 Password protected screen savers should be enabled on all machines, with max. 1 hour inactivity activation.
3.12.5 At least one alternate user with equal access when possible.  Unrecoverable passwords should be stored in sealed envelope with (Neil?) in case user gets hit by bus.
4 Data Management

Data management, backup and security

4.1 Archive and retrieve data

Old data is not currently archived.
4.2 Data integrity checks

No data integrity checking is done, small amount of data exists.
4.3 Data backup & restore

4.3.1 The data backup strategy at TheCompanyInc  involve 3 components to backup data on the primary server.  
4.3.1.1 Weekly image copy of server to removable storage.

4.3.1.1.1  Friday of each week sees regular maintenance of systems, including shutdown of server at noon to allow a complete ‘ghost’ image of hard drive (C and D/G) to be created onto the removable harddrive.  The removable hard drive is rotated week 1 and 2, stored off site at home of Larry (tech that does backup).
4.3.1.2 NT based disk mirror of system and data disk to second internal drive.

4.3.1.2.1 The server has two disks which are mirrored (with each other), each drive contains C: and D: (which is referenced as G:).  The health of this mirror is checked weekly as part of standard maintenance.

4.3.1.3 Network copy of server data disk to removable drive in TrustedUser’s machine, rotated MTWTF

4.3.1.3.1 An automated scheduled process performed daily on TrustedUsers machine, which copies contents of shared network drive G: to a local removable disk.  This disk is replaced daily, with TrustedUser storing drives at her home.

4.3.1.4 Workstation machines are backed up (ghost image creation) periodically, expected to be twice a year.
4.3.2 Restore operations will depend on the scope of restore required.

4.3.2.1 If the server harddrive fails then the mirrored hard drive will continue operation.

4.3.2.2 If the server stops operating then a decision will be made to utilize satellite server until replacement server is available (in which case move both drives), or wait until a replacement server is available then install both drives into new unit.
4.3.2.2.1 Steps to be taken to move to replacement hardware:

4.3.2.3 If one or more files are deleted then the last copy to the drive in TrustedUser’s machine can be used.  Note that the drive on site will not be the latest version – if the files are older then 1 week then her copy can be used.  If needing a more recent version then the off-site disk will need to be obtained.

4.3.2.4 If recovering from theft or office damage (complete server loss), then recover from the last backup TrustedUser has taken home, or backup from Larry to that Friday.
4.3.2.4.1 Steps to be take to recover from complete server loss:

4.3.2.4.1.1 Obtain new hardware of same configuration as previous server.  See hardware specs to ensure compatible.  Check network card settings.
4.3.2.4.1.2 Install windows server onto new machine.

4.3.2.4.1.3 Install hard drive from TrustedUser’s offsite storage.

4.3.2.4.1.4 OR: install ghost image if Friday backup acceptable, then append latest updates from TrustedUsers backup.
4.3.2.4.1.5 Reboot server.  (Share should happen automatically).

4.4 Storage management and optimization (require larger hard drives, use removable disks, etc.)

To be completed at future time.

5 Network Administration

Overall network operations.

5.1 Provide server and printer access

5.1.1 One primary server provides one shared resource (‘G’) to all users.
5.1.2 One photocopier / printer is available via the network through primary server.  A printer is directly connected to TrustedUsers machine and to the reception machine for local use.
5.2 Administer e-mail
5.2.1 Email accounts have been established with Shaw (@shaw.ca) and through the Telus webhosting (@TheCompanyInc.com).  Each computer is set to check both accounts where both exist.  For Telus, there is no catchall account, no spam filtering, personal mail is allowed on all accounts.  As of xxx the shaw accounts will be reconfigured to forward to Telus first.last accounts with an autoreply to sender that they should use new email address, and all office computers will be reconfigured to only retrieve email from the single telus account.
5.2.1.1 Shaw Business Account support: 750-4797
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5.2.1.2 Telus Business Account support:
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5.3 Administer Web site

5.4 Change / reset passwords

5.5 Add / remove users

5.6 Configure, update, optimize NOS

5.6.1 DNS strategy

5.6.1.1 Single fileserver THECOMPANYINC is configured as sole DNS server for internal network.

5.6.1.2 DNS configured to forward to named DNS server as per isp (1.2.3.4).
5.6.1.3 Current external DNS settings for primary and secondary are the same (1.2.3.4) provided by shaw.
5.6.1.4 Note: internal network was unfortunately configured with TheCompanyInc.com, which is also a valid internet domain.  As a result, each time dc is rebooted, it tries to register dns with the real TheCompanyInc.com and receives (correctly) invalid write attempt failures.  Internal domain should be changed to TheCompanyInc.pri, however would result in significant hours to implement, so has been on hold for now.
5.6.2 WINS strategy

5.6.2.1 No WINS server exists nor planned.
5.6.3 DHCP strategy

5.6.3.1 Full version DHCP server installed onto THECOMPANYINC primary file server, hybrid (H) mode.

5.6.3.2 Ip address range 192.168.0.1 to 192.168.0.100.

5.6.3.3 No backup DHCP server will be configured.  Cached ip addresses should suffice until problem resolved.
5.6.4 Active Directory strategy
5.6.4.1 Simple configuration for 10 workstations / users.  Only one DC, will be configured for native mode when server access allows.
5.6.4.2 Domain TheCompanyInc.com should be changed to TheCompanyInc.pri, however will involve resetting all desktops so will be postponed. (TheCompanyInc.com is a registered external domain and may cause problems).

5.6.4.3 Default profile for domain controller should have access to shutdown removed.  This will prevent terminal server users from accidentially rebooting system.  Create RebootServer account and deny read access to this domain controller profile, this will provide a means to reboot the server.
5.6.4.4 Although currently configured in this manner, users should not have the same name as their computers.  This can cause netbios and other problems/confusion.  We will schedule to rename the computers (THECOMPANYINCWSxx).

5.6.5 Server strategy.

5.6.5.1 TheCompanyInc requires only one server with TS (5 users) activated.  Peer-to-peer is not required so workstation server services will be disabled.  Workstation browse master options will be disabled to reduce election traffic.
5.6.6 File Resource strategy.

5.6.6.1 One server THECOMPANYINC exists.  It has two drives formatted C (10GB, NTFS) and G (20GB, FAT32(??)).  The two 30 GB drives are mirrored.
5.7 Manage/maintain Internet connectivity

5.7.1 Linksys wireless router/switch provides firewall and wireless access.

5.7.2 Primary ISP is shaw.
6 User Administration
6.1 Support and training

6.1.1 Technician visits office once a week on prearranged day.

6.1.2 Technician spends few minutes with each user to check their status.

6.1.3 Technician fills out worksheets for weekly and monthly activities (see Appendix B worksheets 2,3,4)

6.1.4 Any trouble items get logged in Workstation or Server log book as appropriate (see Appendix B – 6 and 7)

6.1.5 Troubleshooting

6.2 Solution consulting

7 Resource Management
7.1 IT Staff management

7.2 Hardware / Software requirements evaluation and identification

7.3 Evaluate new laptops / desktops / add-ons / tools as they become available

7.4 Hardware / Software Inventory tracking

7.5 Integration management and optimization of all parts of Network Management

7.6 Budget forecasts for (Hardware, Software, administrative)

7.7 Set up / maintain contracts with various hardware / software / time services vendors as required.

7.8 Equipment deployment optimization

8 Database Management
8.1 Planning structure of corporate data

8.2 Implementation and maintenance of structure 

8.3 Optimization of data and data retrieval methods

8.4 Maintain data integrity

8.5 Disaster Recovery planning

8.6 Ensure proper integration of related software solutions

9 Database/Application Development
9.1 Evaluate requirements

9.2 Design, with users, possible solutions

9.3 Prototype solution if desired

9.4 Develop system

9.5 Programmer and system testing

9.6 Work with users for user testing and user acceptance

9.7 Implement into existing environment

9.8 Optimize at any level  and follow through as necessary

9.9 Follow up with users and recycle through  process as required

10 Systems Co-ordination
10.1 Identification of a requirement for a new or optimized solution

10.2 Feasibility and Cost Benefit Analysis of new/proposed solutions.

10.3 Initial Design / direction of new/proposed solutions.

10.4 Ensure future compatibility with other solutions if appropriate.

10.5 Security Assessments, Audits, and Enforcements

10.6 Disaster Recovery / Business Resumption Planning

10.7 Risk Assessment

10.8 Business / Strategy planning

Appendix A – Diagrams
1. Wiring patch panel / closet / Network layout

2. Office Layout

3. UPS notification and configuration settings

4. Field Laptop Configuration

5. Office Workstation and Laptop configuration.

6. Office Server configuration.

7. Application Security Level Grid.
8. Backup strategy

Diagram 1 - Wiring Patch Panel / Closet / Network Layout
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Diagram 2 - Office Layout
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Diagram 3 - UPS Settings
UPS configuration including alerts, com port to connect to, etc.
Diagram 4 - Field laptop configuration
  (4 com ports , com1 for modem etc.)  All hardware and software configuration information.
Diagram 5 - Office Workstation Configuration
	Date Recorded:
	Tech Name:

	Computer Name:
	Location:

	Primary User:
	Serial #:

	Computer Man.:
	Model:

	Boot Password ref #:

	Memory
	Total:
	Module type & sizes:

	3.5” Floppy    
	A:   1.44mb | 2.88mb | other

	
	B:   1.44mb | 2.88mb | other

	
	   :   1.44mb | 2.88mb | other

	Parallel
	1                             | 2                              | 3

	USB
	1                             | 2                              | 3                        | 4

	Serial

	1) IRQ: 4
	2) IRQ: 3

	Iobase: 3f8
	Iobase: 2f8

	Notes:
	Notes:

	3) IRQ: 4
	4) IRQ: 3

	Iobase: 3e8
	Iobase: 2e8

	Notes:
	Notes:

	5) IRQ: 
	6) IRQ:

	Iobase:
	Iobase:

	Notes:
	Notes:

	Physical Drive(s) (Harddrives, then CDROMS, DVDs, then ZIPs etc.)

	1) Type: HardDrive | CDROM | CDRW | DVD | Other
	2) Type: HardDrive | CDROM | CDRW | DVD | Other

	Serial #:
	Serial #:

	Manufacturer:
	Manufacturer:

	Model:
	Model:

	Size:
	Size:

	Notes:
	Notes:

	3) Type: HardDrive | CDROM | CDRW | DVD | Other
	4) Type: HardDrive | CDROM | CDRW | DVD | Other

	Serial #:
	Serial #:

	Manufacturer:
	Manufacturer:

	Model:
	Model:

	Size:
	Size:

	Notes:
	Notes:

	5) Type: HardDrive | CDROM | CDRW | DVD | Other
	6) Type: HardDrive | CDROM | CDRW | DVD | Other

	Serial #:
	Serial #:

	Manufacturer:
	Manufacturer:

	Model:
	Model:

	Size:
	Size:

	Notes:
	Notes:

	Network Card(s)

	Manufacturer:
	Manufacturer:

	Model:
	Model:

	Speed:
	Speed:

	Notes:
	Notes:

	OS(es)

	DOS| W95 | W98 | ME | NT | W2K | XP
	DOS| W95 | W98 | ME | NT | W2K | XP

	Version & SP:
	Version & SP:

	Notes:
	Notes:

	Logical Drives

	1) Identifier: C | D | E | F | _____
	2) Identifier: C | D | E | F | _____

	Physical Drive:
	Physical Drive:

	Size:
	Size:

	Mirrored with:
	Mirrored with:

	RAID 5 stack member?:
	RAID 5 stack member?:

	Notes:
	Notes:

	3) Identifier: C | D | E | F | _____
	4) Identifier: C | D | E | F | _____

	Physical Drive:
	Physical Drive:

	Size:
	Size:

	Mirrored with:
	Mirrored with:

	RAID 5 stack member?:
	RAID 5 stack member?:

	Notes:
	Notes:

	5) Identifier: C | D | E | F | _____
	6) Identifier: C | D | E | F | _____

	Physical Drive:
	Physical Drive:

	Size:
	Size:

	Mirrored with:
	Mirrored with:

	RAID 5 stack member?:
	RAID 5 stack member?:

	Notes:
	Notes:

	
	

	CDROM: E |  
	CDRW: E | F |
	DVDROM: E | F |
	

	Video

	Manufacturer:
	Manufacturer:

	Model:
	Model:

	Driver Installed, Configured, Tested:
	Driver Installed, Configured, Tested:

	Notes:
	Notes:

	Sound

	Manufacturer:
	Manufacturer:

	Model:
	Model:

	Notes:
	Notes:

	Other

	Manufacturer:
	Manufacturer:

	Model:
	Model:

	Notes:
	Notes:

	OS / Profile Configuration

	1) Email 

	Email Account Name:

	Email Account Type: 

	User Information
	

	Your Name:

	Email Address:

	Logon Information 
	

	User Name:

	Pwrd ref#:
	Remember pwrd chk:
	Using SPA unchk:

	Server Information
	

	Incoming mail server POP3 | IMAP4:

	Outgoing mail server SMTP:

	General Information
	

	Mail Account (name)

	Organization:
	Reply Email:

	Outgoing Server
	

	Require SMTP authentication: unchk
	Use same settings as incoming: unchk

	Log on using User Name: blank
	Password: blank

	Remember password: unchk
	Log on using SPA: unchk

	Log on to incoming mail server before sending mail: unchk

	Connection
	

	Connect using local LAN:
	Connect via modem when offline: unchk

	Connect using my phone line: unchk
	Connect using ie or 3rd party dialer: unchk

	Modem: using the following dial-up networking connection: blank

	Advanced
	

	Incoming server POP3: 110
	Require authentication/ssl unchk:

	Outgoing server SMTP: 25
	Require a secure connection/ssl unchk:

	Server Timeout: 1minute

	Leave a copy of message on the server unchk:

	Remove from server after: unselected

	Remove from server when deleted from ‘Deleted Items’ unselected

	Email notes:



	2) Email 

	Email Account Name:

	Email Account Type: 

	User Information
	

	Your Name:

	Email Address:

	Logon Information 
	

	User Name:

	Pwrd ref#:
	Remember pwrd chk:
	Using SPA unchk:

	Server Information
	

	Incoming mail server POP3 | IMAP4:

	Outgoing mail server SMTP:

	General Information
	

	Mail Account (name)

	Organization:
	Reply Email:

	Outgoing Server
	

	Require SMTP authentication: unchk
	Use same settings as incoming: unchk

	Log on using User Name: blank
	Password: blank

	Remember password: unchk
	Log on using SPA: unchk

	Log on to incoming mail server before sending mail: unchk

	Connection
	

	Connect using local LAN:
	Connect via modem when offline: unchk

	Connect using my phone line: unchk
	Connect using ie or 3rd party dialer: unchk

	Modem: using the following dial-up networking connection: blank

	Advanced
	

	Incoming server POP3: 110
	Require authentication/ssl unchk:

	Outgoing server SMTP: 25
	Require a secure connection/ssl unchk:

	Server Timeout: 1minute

	Leave a copy of message on the server unchk:

	Remove from server after: unselected

	Remove from server when deleted from ‘Deleted Items’ unselected

	Email notes:



	3) Email 

	Email Account Name:

	Email Account Type: 

	User Information
	

	Your Name:

	Email Address:

	Logon Information 
	

	User Name:

	Pwrd ref#:
	Remember pwrd chk:
	Using SPA unchk:

	Server Information
	

	Incoming mail server POP3 | IMAP4:

	Outgoing mail server SMTP:

	General Information
	

	Mail Account (name)

	Organization:
	Reply Email:

	Outgoing Server
	

	Require SMTP authentication: unchk
	Use same settings as incoming: unchk

	Log on using User Name: blank
	Password: blank

	Remember password: unchk
	Log on using SPA: unchk

	Log on to incoming mail server before sending mail: unchk

	Connection
	

	Connect using local LAN:
	Connect via modem when offline: unchk

	Connect using my phone line: unchk
	Connect using ie or 3rd party dialer: unchk

	Modem: using the following dial-up networking connection: blank

	Advanced
	

	Incoming server POP3: 110
	Require authentication/ssl unchk:

	Outgoing server SMTP: 25
	Require a secure connection/ssl unchk:

	Server Timeout: 1minute

	Leave a copy of message on the server unchk:

	Remove from server after: unselected

	Remove from server when deleted from ‘Deleted Items’ unselected

	Email notes:



	4) Email 

	Email Account Name:

	Email Account Type: 

	User Information
	

	Your Name:

	Email Address:

	Logon Information 
	

	User Name:

	Pwrd ref#:
	Remember pwrd chk:
	Using SPA unchk:

	Server Information
	

	Incoming mail server POP3 | IMAP4:

	Outgoing mail server SMTP:

	General Information
	

	Mail Account (name)

	Organization:
	Reply Email:

	Outgoing Server
	

	Require SMTP authentication: unchk
	Use same settings as incoming: unchk

	Log on using User Name: blank
	Password: blank

	Remember password: unchk
	Log on using SPA: unchk

	Log on to incoming mail server before sending mail: unchk

	Connection
	

	Connect using local LAN:
	Connect via modem when offline: unchk

	Connect using my phone line: unchk
	Connect using ie or 3rd party dialer: unchk

	Modem: using the following dial-up networking connection: blank

	Advanced
	

	Incoming server POP3: 110
	Require authentication/ssl unchk:

	Outgoing server SMTP: 25
	Require a secure connection/ssl unchk:

	Server Timeout: 1minute

	Leave a copy of message on the server unchk:

	Remove from server after: unselected

	Remove from server when deleted from ‘Deleted Items’ unselected

	Email notes:



	5) Email 

	Email Account Name:

	Email Account Type: 

	User Information
	

	Your Name:

	Email Address:

	Logon Information 
	

	User Name:

	Pwrd ref#:
	Remember pwrd chk:
	Using SPA unchk:

	Server Information
	

	Incoming mail server POP3 | IMAP4:

	Outgoing mail server SMTP:

	General Information
	

	Mail Account (name)

	Organization:
	Reply Email:

	Outgoing Server
	

	Require SMTP authentication: unchk
	Use same settings as incoming: unchk

	Log on using User Name: blank
	Password: blank

	Remember password: unchk
	Log on using SPA: unchk

	Log on to incoming mail server before sending mail: unchk

	Connection
	

	Connect using local LAN:
	Connect via modem when offline: unchk

	Connect using my phone line: unchk
	Connect using ie or 3rd party dialer: unchk

	Modem: using the following dial-up networking connection: blank

	Advanced
	

	Incoming server POP3: 110
	Require authentication/ssl unchk:

	Outgoing server SMTP: 25
	Require a secure connection/ssl unchk:

	Server Timeout: 1minute

	Leave a copy of message on the server unchk:

	Remove from server after: unselected

	Remove from server when deleted from ‘Deleted Items’ unselected

	Email notes:



	6) Email 

	Email Account Name:

	Email Account Type: 

	User Information
	

	Your Name:

	Email Address:

	Logon Information 
	

	User Name:

	Pwrd ref#:
	Remember pwrd chk:
	Using SPA unchk:

	Server Information
	

	Incoming mail server POP3 | IMAP4:

	Outgoing mail server SMTP:

	General Information
	

	Mail Account (name)

	Organization:
	Reply Email:

	Outgoing Server
	

	Require SMTP authentication: unchk
	Use same settings as incoming: unchk

	Log on using User Name: blank
	Password: blank

	Remember password: unchk
	Log on using SPA: unchk

	Log on to incoming mail server before sending mail: unchk

	Connection
	

	Connect using local LAN:
	Connect via modem when offline: unchk

	Connect using my phone line: unchk
	Connect using ie or 3rd party dialer: unchk

	Modem: using the following dial-up networking connection: blank

	Advanced
	

	Incoming server POP3: 110
	Require authentication/ssl unchk:

	Outgoing server SMTP: 25
	Require a secure connection/ssl unchk:

	Server Timeout: 1minute

	Leave a copy of message on the server unchk:

	Remove from server after: unselected

	Remove from server when deleted from ‘Deleted Items’ unselected

	Email notes:



	

	Screen Saver 
	enabled & configured (1 hr, password protected):

	Network: Netbeui (Disabled):
	

	TCP/IP Enabled:
	DHCP Enabled:

	WINs Enabled (192.168.0.1):
	DNS from DHCP Enabled:

	Do NOT use IPSEC enabled:
	TCP/IP Filtering unselected:

	Show ICON in taskbar unselected:

	Video: (1024x768x True colour (24)) :

	Task bar properties

	Always on TOP enabled:
	Auto hide disabled:

	Show small icons enabled:
	Show clock enabled:

	User personalized menus disabled:

	Primary Printer configured ?  \\TheCompanyInc\toshiba         | local |

	Secondary Printer configured ? \\TheCompanyInc\toshiba      | local |

	Bindings: TCP/IP 

	File & Printer Sharing Disabled:

	

	NT / Windows 2000 / Windows XP / Windows Vista / Windows 7

	Server Service Disabled:
	

	Network Identification

	Computer Name as above and not set to userid:

	Member of TheCompanyInc.com:

	Primary DNS suffix: TheCompanyInc.com

	Change primary DNS suffix when domain membership changes enabled:

	Domain Admins member of Local Admins :

	Primary user member of Local Admins:

	
	
	

	
	
	

	
	
	

	
	
	

	Windows 9x
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	NT / 2K / XP Registry Modifications

	HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Browser\Parameters\Maintain Server List = No

	ODBC

	User 1
	Name:
	Driver:

	Details:



	User 2
	Name:
	Driver:

	Details:



	User 3
	Name:
	Driver:

	Details:



	User 4
	Name:
	Driver:

	Details:



	User 5
	Name:
	Driver:

	Details:



	User 6
	Name:
	Driver:

	Details:



	System 1
	Name:
	Driver:

	Details:



	System 2
	Name:
	Driver:

	Details:



	System 3
	Name:
	Driver:

	Details:



	System 4
	Name:
	Driver:

	Details:



	System 5
	Name:
	Driver:

	Details:



	System 6
	Name:
	Driver:

	Details:



	File 1
	Name:
	Driver:

	Details:



	File 2
	Name:
	Driver:

	Details:



	File 3
	Name:
	Driver:

	Details:



	File 4
	Name:
	Driver:

	Details:



	File 5
	Name:
	Driver:

	Details:



	File 6
	Name:
	Driver:

	Details:



	

	Software

	xxx
	Location: (c:\xxx)

	Installed:    
	Configured: 
	Version:

	Notes:

	zzz
	Location: (c:\zzz)

	Installed:    
	Configured: 
	Version:

	Notes:

	ccc 
	Location: (c:\program files\ccc)

	Installed:   
	Configured:
	Version:

	Notes:

	Netscape email Reader
	Location: (c:\program files\netscape)

	Installed:
	Configured:
	Version:

	Notes:

	MS Office Word
	Location: (c:\program files\microsoft office\office10)

	Installed:
	Configured: 
	Version:

	Default save path: G

	Notes:

	MS Office Excel
	Location: (c:\program files\microsoft office\office10)

	Installed: 
	Configured:
	Version:

	Default save path: G

	Notes:

	MS Office Powerpoint
	Location: (c:\program files\microsoft office\office10)

	Installed:
	Configured:
	Version:

	Default save path: G

	Notes:

	MS Office Access
	Location: (c:\program files\microsoft office\office10)

	Installed:
	Configured:
	Version:

	Default save path: G

	Notes:

	MS Office Outlook
	Location: (c:\program files\microsoft office\office10)

	Installed:
	Configured:
	Version:

	Default save path: G

	Notes:

	MS Office Tools
	Location: (c:\program files\microsoft office\office10)

	Installed:
	Configured:
	Version:

	Maximizer 
	Location:

	Installed:
	Configured:
	Version:

	User Limit:

	Notes: 

	aaa
	Location:

	Installed:
	Configured:
	Version:

	Notes:

	bbb
	Location:

	Installed:
	Configured:
	Version:

	Notes:

	WinZip
	Location:

	Installed:
	Configured:
	Version:

	Notes:

	Acrobat Reader
	Location:

	Installed:
	Configured:
	Version:

	Notes:

	ddd
	Location:

	Installed:
	Configured:
	Version:

	User Limit:

	Notes: 

	
	Location:

	Installed:
	Configured:
	Version:

	Notes:

	
	Location:

	Installed:
	Configured:
	Version:

	Notes:

	
	Location:

	Installed:
	Configured:
	Version:

	Notes:

	
	Location:

	Installed:
	Configured:
	Version:

	Notes:

	Other:

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	Registry Modifications

	HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Browser\Parameters\Maintain Server List = No

	
	
	

	Final Checks:
	
	

	Cold reboot tested:
	Warm reboot tested:
	

	
	
	

	Any errors in event logs since last reboot:

	Any previous errors not addressed:

	Anti-virus updates automatically, and scanning completed?

	User notification form completed and left on their desk / with computer?

	

	

	


Instructions:  Only complete serial #s, make etc. of storage devices if easily determined or known.
Do NOT rely on memory or write down what you ‘believe’ to be true for any settings, check each specific entry before recording.  Failure to properly check each entry prior to recording wastes everyones time and really pisses me off.  If you don’t have time to check, leave the field blank.
Eventual goal (as business grows) is to define standards and configure all groups of computers the same, with standards detailed as above.

 Initial audit of computers to determine those standards and for discovery purposes will require one form per computer.

Diagram 6 - Office Server Configuration

  All required hardware and software for server.

Diagram 7 - Application Security Level Grid
  (list each software package with security levels, and who should have access to what.  Include workstations and primary user has admin access, etc.)

	
	User
	User
	User
	User 
	User
	
	
	
	
	User
	User
	User

	Personal Workstation Admin
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	x
	x
	x
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	Network Admin
	
	
	
	
	
	
	
	
	
	x
	
	x

	Server Admin
	
	
	
	
	
	
	
	
	
	x
	
	x

	PCAnywhere Access to own workstation
	x
	
	
	
	
	
	
	
	
	
	
	

	PCAnywhere Access to others workstations
	
	
	
	
	
	
	
	
	
	
	
	

	Terminal Server Access
	
	
	
	
	
	
	
	
	
	
	
	

	MyPC Access
	
	
	
	
	
	
	
	
	
	
	
	

	Server Reboot
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	


Diagram 8 – Backup Strategy
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Appendix B - Worksheets
1. Daily checklist for off-site copy of network drive.   (TrustedUser)

2. Weekly general checklist for IT technician visit. (IT consultant)

3. Weekly user checklist for IT technician visit. (IT consultant)

4. Weekly server backup checklist for IT technician visit.  (IT consultant)

5. Random audit. (______/Larry/other)

6. Workstation Log Book
7. Server Log Book

8. Asset Hardware Inventory Log.

9. Software Purchase/License Database/Log

1 - Daily checklist – Removable disk cartridge rotation for off-site backup of copy of server

Notes: 

To be performed every Monday, Wednesday, and Friday morning.   Cartridges not in use to be taken home by TrustedUser until following MWF.  Photocopy this page and leave with TrustedUser to fill out and store in her office.  Completed forms to be returned to back of procedures manual (for future reference).
M – insert disk cartridge marked Monday.

W – insert disk cartridge marked Wednesday.

F – insert disk cartridge marked Friday.

	Date
	Shut down computer, replace disk cartridge, restart computer.  Note any error messages on bootup related to replaced disk.
	Review email (log file?) notification on status of previous disk copy.

Note any error messages.

	M Nov. 4/2002
	ok
	Unable to copy c:\database directory.

	M
	
	

	W
	
	

	F
	
	

	M
	
	

	W
	
	

	F
	
	

	M
	
	

	W
	
	

	F
	
	

	
	
	

	
	
	


WORKSHEET 1
2 - Weekly general checklist – weekly visit routine for consultants
Notes:

To be performed during weekly maintenance visit from consultants.

Photocopy this page and post on server closet door.  Completed forms to be returned to back of procedures manual (for future reference). Copy additional pages as necessary each week.
	Date:

	Service Tech: 
	Main Server
	Satellite Server

	Server Mirror Drive Status Healthy? (Y/N) (from computer management/storage/disk management)
	
	

	Anti-virus signature date?
	
	

	Anti-virus file update automatically or manually?
	
	

	Check av logs: running daily & viri deleted? (no aborts etc.)
	
	

	Drive Space Used:
	C:                 D/G:
	C:

	Drive Space Free:
	C:                 D/G:
	C:

	
	
	

	Problems reported by users over week:
	How Resolved

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	Server Event Logs Errors and Warnings
	Action Taken

	(log name)  (error / warning brief description (not a reference!) including event ID)

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	Server Log book updated?
	
	

	Spend 2 minutes with each user, any problems etc.  Also listen to and observe computer if possible, any unusual noises, fuzzy screens, cleaning requirement, etc.


	
	

	Other issues identified by tech:
	Action Taken / Required

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	Workstation Log Book Updated?
	
	


WORKSHEET 2
3 - Weekly user checklist
Notes:

To be performed during weekly maintenance visit from consultants.

Two users (see schedule) checked each week.

Photocopy this page each week, fill out appropriate areas,  completed forms to be returned to back of procedures manual (for future reference). Copy additional pages as necessary each week.  Any action required items should be identified to ______/Larry.

	Date:

	Service Tech: 

	Indicate machines checked:
	User, User

	
	User, User

	
	User, User

	
	User, User

	
	#1
	#2

	Anti-virus signature date?
	
	

	Anti-virus file update automatically or manually?
	
	

	Anti-virus running automatically?
	
	

	Check av logs: running daily & no viri remaining (clean as necessary)
	
	

	Screen saver enabled & pw protected?
	
	

	Scan for spyware.
	
	

	Check open ports against standard config.
	
	

	Drive space used:
	C:            D:             :
	C:               D:            :

	Drive space free:
	C:            D:             :
	C:               D:            :

	Critical Patches Applied?
	
	

	Workstation Event Logs Errors and Warnings
	Action Taken:
	

	(log name)  (error / warning brief description (not a reference!) including event ID)
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	Other issues identified by tech:
	Action Taken / Required:
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	Workstation Log Book Updated?
	
	


WORKSHEET 3
4 – Weekly server backup checklist

Notes:

To be completed by technical consultant each Friday.   Ensure no users need access prior to shutdown.

Photocopy this page each week and return completed form to back to procedure manual for future reference.  Any action items identified should be reported to ______/Larry.

	Date:

	Service Tech:

	Steps
	(check when completed)

	Ensure server is backed up correctly, no user activity or remote access.
	

	
	

	Ensure no warning lights from UPS.
	

	Shut down server to message ‘okay to turn off computer’
	

	Unplug power supply, ensure UPS failover works.
	

	Turn off server.
	

	Boot from Ghost floppy with removable h/d inserted (wk1 for odd weeks, wk2 for even).
	

	Create ghost image (name sxx where xx is week).
	

	Shut down server.
	

	Remove floppy, removable h/d.
	

	Start up server.
	

	Log on as administrator, ensure 2 startup programs are running.
	

	Adjust time as necessary.
	

	Test from two or more client machines, ensure network connectivity (drive G:) resources work.
	

	Test from remote to ensure internet/terminal service is operational.
	

	Check all event logs, any errors? If so, log all details and action taken.
	

	Any MS updates to apply?
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	Server Log Book Updated?
	


WORKSHEET 4
5 - Random audits: (4 times per year)

Notes:

To be completed by someone (______/Larry) other then tech consultants at unpredictable times at least 4 times per year.

This audit is to ensure techs are following expected procedures, and quick security check.  It will be part of a more thorough general audit to be developed at a later date.
Photocopy this page each audit and return completed form to back of procedure manual for future reference.  Any action items identified should be documented and reported to ______/______/______.

	Date:

	Audit performed by:

	
	

	Review paperwork of all worksheets for completeness and follow-through.
	

	Review server event logs to ensure all recorded errors and warnings are recorded on worksheets.
	

	Review a random workstation event logs to ensure all recorded errors and warnings are recorded on worksheets.
	

	
	

	Do port scan on internet accessible devices, determine any unexpected vulnerabilities or misconfigurations.
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	Omissions noted, follow up action:
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


WORKSHEET 5
6 - Workstation log book

Record any changes, problems, issues with workstations in this book.  Ensure date / time, identify tech, and if it was a problem how was it resolved.  

Standard bound notebook is sufficient.  Mark inside cover with required details which are:

Date / Time, Tech Name, Workstation, problem, solution.

	
	

	
	Nov. 2, 2002             UsersName Laptop

	
	

	
	Couldn’t access network resources, reboot didn’t help. Lost at 7:30am.

	
	Checked event log file, was not trusted on network.  Removed from 

	
	network and added again,  now seems okay

	
	        - TechName

	
	

	
	

	
	


7 - Server log book

 Keep separate from Workstation log book, should be housed in server closet.  Same info as workstation book.

Standard bound notebook is sufficient.  Mark inside cover with required details, which are:

Date / Time,  Workstation, problem, solution, Tech Name

	
	

	
	Nov. 2, 2002             Main server

	
	

	
	ODBC service seems to shut down at random, last lost at 4:22am Nov. 1.

	
	Checked event logs, seems to be related to time of scheduled backup.

	
	Restarted service, changed service properties to restart on service failure.

	
	We’ll need to monitor this for a while, determine how often is restarting.

	
	            - ______

	
	

	
	

	
	


8 - Asset Hardware Inventory Log

Show computer name, serial #, asset # (if applicable), installed hardware, where purchased, date purchased, warrantee coverage, other notes, etc.  (online would be better, but how does tech update? discuss)

	
	
	
	
	
	
	
	

	Description
	For computer…
	Date Purchased
	Serial #
	Where Purchased
	Warranty work by
	Warranty expiry
	Other

	Toshiba 9900
	
	Jan. 1/2003
	3433-223221-2322312
	Insight
	Insight
	1 year
	P4 2g, 60 gig h/d, 512m ram, DVD-CDRW, 802.11b built-in, 15” display, case, extra battery

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	SEE ISO MANUAL
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	


9 - Software Purchase/License database/log

Show where purchased, date, what, how many clients, serial #, if bundled with a computer what computer, length of coverage etc. (online would be better, but how does tech update? discuss)

	Description
	For User
	Date Purchased
	Serial #
	Where Purchased
	License Expiry
	Bundled with computer
	Other

	MS Office 11
	UserName
	Jan. 1, 2003
	123-123-123
	Insight
	1 year
	No
	$30 rebate.  License page in license folder.
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